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Cyber Threat to U.S. Critical Infrastructure

The cyber threat to U.S. critical infrastructure has escalated significantly, driven by state-sponsored actors and
sophisticated cybercriminal groups. These threats target essential sectors, including energy, transportation,
healthcare, and communication, employing advanced tactics like Living-off-the-Land (LOTL) and exploiting
vulnerabilities in internet-facing devices. This ebook details the various threats and the groups behind them, as
well as the strategies to counter these dangers.



1.1

1.2

INTRODUCTION

The growing cyber threat to U.S. critical infrastructure is a serious concern that requires
coordinated, comprehensive action. Malicious actors, including state-sponsored groups like
China’s Volt Typhoon, Russia-backed Sandworm, North Korea’s Lazarus Group, and Iran’s APT33,
are leveraging advanced ‘Living-off-the-Land’ (LOTL) techniques to infiltrate and disrupt vital
systems by targeting vulnerable internet-facing devices and leveraging these LOTL tactics to gain
persistent access to sensitive systems. The threat landscape is evolving rapidly, with advanced
persistent threats (APTs) and disruptive cyberattacks posing a constant risk to operational
technology (OT) and industrial control systems (ICS) that underpin critical infrastructure. The U.S.
Department of the Treasury and other government agencies have sounded the alarm, urging the
private sector to bolster their cybersecurity defenses.

These same LOTL techniques have also been used to attack the software supply chain with
SolarWinds attack being a prime example, where adversaries reportedly existed for months
undetected using legitimate tools. Once the compromised software updates were delivered to
customers, mostly Government agencies and enterprise software using it, they had access to slip
in unnoticed through the backdoor they created.

Addressing this challenge requires a broad-based approach that combines robust security
measures, continuous monitoring, and close collaboration between the public and private sectors.
This ebook explores the growing cyber threat of Living-off-the-Land (LOTL) techniques to U.S.
critical infrastructure, and available defense strategies for government and private organizations.
The cyber threat to U.S. critical infrastructure has escalated significantly, driven by state-
sponsored actors and sophisticated cybercriminal groups. These threats target essential sectors,
including energy, transportation, healthcare, and communication.

WHY SECURITY CAN'T WAIT

Startups operate under intense pressure to move fast. Founders must prove product-market fit,
attract users, and begin generating revenue - often within tight timeframes and limited resources.
In this context, anything that seems to slow the team down may be seen as a luxury or distraction.
Security, which is often equated with compliance checklists or data governance policies,
frequently ends up in that category.

But this delay carries hidden costs. While deferring security may accelerate short-term
development, it also creates structural weaknesses that become increasingly difficult to manage
as the product grows. These weaknesses manifest in several ways:
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1.3

Background on Living off the Land (LOTL)

The concept of LOTL isn't new but has gained prominence as cyber defenses have improved.
Traditional malware and attack methods have become easier to detect with advanced security
solutions, pushing attackers to adopt stealthier techniques. By using native tools, such as
PowerShell on Windows systems or bash scripts on Unix-based systems, attackers can perform
awide range of malicious activities including data exfiltration, privilege escalation, and lateral
movement within the network, all while avoiding detection (CrowdStrike) (eSecurity Planet).

Examples of LOTL tactics include:

e Fileless Persistence: Attackers can embed malicious scripts in places like the Windows
Registry, allowing the malware to persist even after a system reboot (CISA) (SOCRadar®
Cyber Intelligence Inc.).

e Memory-Only Threats: Malicious code is executed directly in memory, making it difficult to
detect since it leaves no trace on the disk (CrowdStrike).

e Dual-Use Tools: Attackers hijack legitimate administrative tools to move laterally within a
network, steal data, or execute additional malicious code (CrowdStrike) (eSecurity Planet).

The increasing reliance on LOTL techniques by sophisticated threat actors underscores the need
for robust, continuous monitoring and advanced threat detection capabilities within critical
infrastructure environments (SOCRadar® Cyber Intelligence Inc.).

RECENT REPORTS ON CYBER THREATS

Recent assessments and reports by agencies like CISA, FBI, and private cybersecurity firms
highlight the persistent and evolving threat landscape targeting U.S. critical infrastructure.
CISA's annual threat assessments have consistently reported an increase in the sophistication
and frequency of cyberattacks targeting critical infrastructure sectors. These reports emphasize
that state-sponsored actors, particularly from China, Russia, and Iran, have developed advanced
capabilities to conduct long-term espionage and disruptive operations against U.S. critical
infrastructure (CISA) (CISA). The FBI has also highlighted how these actors are positioning
themselves within U.S. infrastructure, preparing to cause significant disruption if geopolitical
tensions escalate (RAND Policy Analysis) (CISA). These reports underscore the need for robust
defensive measures and increased collaboration between public and private sectors to mitigate
risks.
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BACKGROUND ON MALICIOUS HACKERS

The cybersecurity landscape targeting U.S. critical infrastructure is dominated by a few highly
sophisticated and dangerous groups. These groups, often state-sponsored, operate with specific
objectives and employ a range of advanced techniques, including Living off the Land (LOTL)
tactics, to achieve their goals. Understanding the background, objectives, and techniques of these
malicious actors is crucial for developing effective defensive strategies.

Volt Typhoon

e Affiliation: State-sponsored hacking group from China.

e Objective: Volt Typhoon is primarily focused on establishing long-term access to critical
infrastructure, particularly during times of geopolitical conflict. The group’s strategic intent
is to position itself within critical systems, enabling disruptive actions that can be activated
during heightened tensions or conflicts between China and other nations, particularly the
u.s.

e Techniques: Volt Typhoon employs sophisticated living-off-the-land (LOTL) techniques,
which involve using legitimate administrative tools already present within the target systems
to conduct their operations. This approach minimizes the chances of detection since the
activities blend in with normal operations. The group also exploits vulnerabilities in internet-
facing devices such as routers, firewalls, and VPNs to gain initial access. Once inside, they
use legitimate credentials to move laterally within the network, maintaining a low profile to
avoid detection (CISA) (CISA). The group’s common techniques include fileless persistence,
memory-only threats, and dual-use tools.

APT29 (Cozy Bear)

e Affiliation: Russian government, specifically linked to the Russian Foreign Intelligence
Service (SVR).

e Objective: APT29 is known for conducting extensive espionage campaigns aimed at
gathering intelligence from government agencies, think tanks, and corporations. Their
activities are designed to support Russian strategic interests by acquiring sensitive
information that can be used to inform political, economic, and military decisions.
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e Techniques: APT29 employs a variety of techniques, including spear-phishing to deliver
malware, credential harvesting to gain access to systems, and exploiting software
vulnerabilities to maintain long-term access. They leverage LOTL tactics by using legitimate
administrative tools and existing network functions to conduct their espionage activities
stealthily. For instance, they might use PowerShell or WMI to execute malicious scripts and
move laterally within network (CISA) (CISA).
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Figure 1: CISA JOINT CYBERSECURITY REPORT: Typical Volt Typhoon Activity
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Sandworm Team

e Affiliation: Iranian state-sponsored group, linked to the Iranian Revolutionary Guard Corps
(IRGC).

e Objective: APT33 focuses on disrupting aerospace and energy sectors, aligning with Iran’s
strategic goals to challenge rival nations’ economic and military capabilities. The group aims
to gather intelligence, disrupt operations, and possibly prepare the ground for more damaging
cyber operations in the future.

e Techniques: APT33 uses social engineering tactics, including spear-phishing to deliver
malware payloads. They have developed sophisticated malware to infiltrate and disrupt
their target sectors. They employ LOTL techniques by using native operating system tools
and scripts to move laterally, escalate privileges, and maintain persistence without being
detected. The group is also known for using brute-force attacks and exploiting publicly
known software vulnerabilities to gain initial access to targeted networks (CISA) (CISA).
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APT33

e Affiliation: Russian military intelligence (GRU).

e Objective: The Sandworm Team is notorious for conducting highly destructive cyber
operations, often with the aim of causing widespread disruption and damage. Their attacks
typically target critical infrastructure and are designed to support Russia’s geopolitical
objectives by weakening adversaries’ critical systems.

e Techniques: The group uses spear-phishing campaigns to deliver malware, zero-day exploits
to bypass security measures, and has been behind some of the most destructive cyberattacks,
including the NotPetya malware attack and the attacks on Ukraine’s power grid. Their
operations are characterized by their scale and the significant impact they have on their
targets. Sandworm Team employs LOTL tactics by utilizing legitimate system tools and
processes to carry out their operations. For example, they might use native Windows utilities
to execute malicious commands and scripts, thereby avoiding detection and complicating
attribution (CrowdStrike) (SOCRadar® Cyber Intelligence Inc.) (CISA).

“Living off the land attacks have galvanized the cybersecurity community,”
-- Rob Joyce, NSA's Director of Cybersecurity and Deputy National Manager for
National Security Systems (NSS)

Lazarus Group

e Affiliation: North Korean state-sponsored hackers.

e Objective: The Lazarus Group engages in cyber activities primarily for financial gain and
espionage. Their operations are often aimed at stealing funds to support the North Korean
regime and gathering intelligence that can be leveraged for political and strategic advantages.

e Techniques: The Lazarus Group employs malware, spear-phishing, and social engineering
toinfiltrate targeted systems. They are known for their involvement in high-profile cyber
heists, including the Sony Pictures hack and the WannaCry ransomware attack, which caused
widespread disruption and financial loss. They leverage LOTL techniques by using tools like
PowerShell to execute malicious code directly in memory and by exploiting existing network
protocols to exfiltrate data without triggering traditional security alerts (CrowdStrike)
(SOCRadar® Cyber Intelligence Inc.) (CISA).
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DarkSide

o Affiliation: Cybercriminal group believed to operate out of Eastern Europe, potentially with
connections to Russia.

e Objective: DarkSide is primarily financially motivated, focusing on ransomware attacks
to extort money from their victims. The group targets large corporations and critical
infrastructure to maximize their ransom demands.

e Techniques: DarkSide uses a combination of phishing attacks to gain initial access, followed
by the deployment of ransomware to encrypt critical data. They also exfiltrate data to
leverage it for further extortion by threatening to release sensitive information publicly.
They employ LOTL tactics by using legitimate system tools and scripts to move laterally and
maintain persistence within the network, making it difficult for traditional security measures
to detect their presence. The 2021 Colonial Pipeline attack involved the use of ransomware
to shut down pipeline operations, leading to significant fuel shortages and highlighting the
vulnerabilities within critical infrastructure (RAND Policy Analysis) (CISA).

These groups represent a significant and persistent threat to U.S. critical infrastructure,
necessitating a robust and coordinated response to mitigate risks and enhance resilience.

“China (Volt Typhoon) is developing the ‘ability to physically wreak havoc on our critical
infrastructure at a time of its choosing.” Its plan is to land low blows against civilian
infrastructure to try to induce panic.”

-- FBI Director Christopher Wray at the 2024 Vanderbilt Summit on Modern Conflict
and Emerging Threats.

HISTORICAL CONTEXT OF US CRITICAL
INFRASTRUCTURE CYBER THREATS

The history of cyber threats to U.S. critical infrastructure is marked by a series of significant
incidents that have progressively underscored the vulnerabilities and risks associated with the
nation’s reliance on digital and networked systems. Over the past two decades, these threats have
evolved from rudimentary attacks to sophisticated operations carried out by state-sponsored
actors and organized cybercriminal groups.
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In the early 2000s, cyberattacks on U.S. infrastructure were relatively unsophisticated, focusing
on basic exploits and malware. However, these early incidents laid the groundwork for more
advanced operations by revealing the vulnerabilities in critical systems. Throughout the 2010s,
cyberattacks became more sophisticated and targeted. Notable incidents like the Stuxnet attack
on Iranian nuclear facilities in 2010 demonstrated the potential for cyber weapons to cause
physical damage, setting a precedent for future cyber-physical attacks (RAND Policy Analysis)
(CISA).

In recent years, the scale and complexity of cyberattacks have increased dramatically. State-
sponsored groups like Russia’s Sandworm Team and China’s Volt Typhoon have conducted highly
coordinated attacks that target multiple facets of critical infrastructure simultaneously. These
operations often involve multi-stage attacks, where initial access is gained through exploiting
vulnerabilities or social engineering, followed by lateral movement and deployment of destructive
malware (CISA) (CISA).
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Figure 2: Critical Infrastructure Sectors

But why?

As a leading global power, the U.S. is a prime target for adversaries seeking to undermine its
economic and military strength. Attacking critical infrastructure is a way to weaken the U.S.
without direct military confrontation. The U.S. is highly reliant on advanced digital and networked

The Growing Threat of ‘Living-off-the-Land’ Cyberattacks | NXT1



1.6

11

systems, which, while enhancing efficiency, also create numerous entry points for cyber threats.
The sophistication and integration of these systems make them attractive targets for state-
sponsored actors looking to disrupt or gain intelligence.

State-sponsored actors, particularly from China and Russia, often target U.S. infrastructure to
gather intelligence that can be used to inform their political, economic, and military strategies.
Cyberattacks are sometimes used as tools of economic warfare to destabilize the U.S. economy,
creating leverage in international negotiations or conflicts.

By successfully infiltrating and disrupting U.S. critical infrastructure, adversaries can demonstrate
their cyber capabilities to both the U.S. and the international community. This serves as a
deterrent and a signal of their ability to conduct large-scale cyber operations.

IMPACT AND IMPLICATIONS OF ACTIVITIES

The activities of malicious actors, particularly state-sponsored groups, have profound and far-
reaching implications for U.S. critical infrastructure. These impacts are multifaceted, affecting
national security, economic stability, public safety, and the overall resilience of the nation’s
essential services.

National Security Threats

State-sponsored cyber actors, such as Russia’s Sandworm Team and China’s Volt Typhoon, pose
significant national security threats by infiltrating critical infrastructure systems. These groups
often aim to establish persistent access, allowing them to launch disruptive attacks during times
of geopolitical tension. For instance, the infiltration of U.S. electrical grids by Russian and Chinese
hackers in the early 2000s demonstrated the potential for adversaries to disable critical systems
and cause widespread chaos (RAND Policy Analysis) (CISA). The strategic positioning of these
actors within critical infrastructure networks enables them to carry out espionage, steal sensitive
information, and disrupt vital operations, thereby undermining national security.

Economic Impact

Cyberattacks on critical infrastructure have severe economic repercussions. The 2021 Colonial
Pipeline attack, executed by the DarkSide group, caused significant fuel shortages and economic
disruption along the East Coast. The shutdown of this major fuel pipeline led to panic buying,
price hikes, and logistical challenges, illustrating how cyber incidents can quickly escalate into
broader economic crises (RAND Policy Analysis) (CISA). Additionally, ransomware attacks, which
often demand substantial ransom payments, impose direct financial costs on organizations.
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The indirect costs, such as loss of business, reputational damage, and the expense of restoring
systems, further strain economic resources.

Public Safety and Health Risks

The healthcare sector, being a frequent target of cyberattacks, faces particular risks to public
safety and health. Ransomware attacks on hospitals and healthcare providers can disrupt
patient care, delay medical procedures, and compromise sensitive health data. For example, the
WannaCry ransomware attack in 2017, attributed to the North Korean Lazarus Group, affected
healthcare systems worldwide, causing widespread operational disruptions and highlighting the
potential for cyber incidents to endanger lives (CISA) (CISA).

Disruption of Essential Services

Attacks on critical infrastructure, such as water treatment facilities, power grids, and
transportation systems, can lead to significant disruptions in essential services. The 2015 and
2016 cyberattacks on Ukraine’s power grid by the Sandworm Team caused widespread blackouts,
demonstrating how such incidents can paralyze cities and regions (CISA). In the U.S., similar
attacks could disrupt daily life, hinder emergency response efforts, and create cascading effects
across multiple sectors, amplifying the overall impact.

Strategic and Geopolitical Implications

The ability of state-sponsored actors to infiltrate and potentially disrupt critical infrastructure
serves as a powerful tool in geopolitical conflicts. By demonstrating their cyber capabilities, these
actors can exert pressure on adversaries, influence diplomatic negotiations, and deter aggressive
actions. The ongoing cyber activities of groups like Volt Typhoon, which have infiltrated critical
infrastructure in geopolitically sensitive regions such as Guam, underscore the strategic use of
cyber operations to gain leverage in international relations (CISA) (CISA).

The impact of malicious cyber activities on U.S. critical infrastructure is profound and
multifaceted, affecting national security, economic stability, public safety, and the resilience of
essential services. Addressing these threats requires a comprehensive approach that includes
robust cybersecurity measures, coordinated efforts between public and private sectors, and

international collaboration to enhance the protection of critical infrastructure against evolving
cyber threats.
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1.7 BROADER GEOPOLITICAL CONTEXT

The cyber activities targeting U.S. critical infrastructure are deeply intertwined with broader
geopolitical dynamics. State-sponsored cyber operations are often part of strategic efforts by
nation-states to achieve political, economic, and military objectives without engaging in direct
military conflict. Understanding these broader geopolitical contexts is crucial for comprehending
the motivations behind such cyber threats and the implications for national and international
security. These strategic objectives and tensions shape the evolving threat landscape, including
the following

China’s Strategic Positioning

e Expansion and Influence: China’s cyber operations, including those by groups like Volt
Typhoon, aim to enhance the nation’s strategic positioning globally. By infiltrating U.S. critical
infrastructure, China seeks to gather intelligence, disrupt operations, and potentially hold
strategic assets at risk during conflicts (CISA) (CISA).

e Taiwan and Regional Dominance: The South China Sea and Taiwan are focal points of
geopolitical tension. Cyber operations are part of China’s broader strategy to assert
dominance in the region and prepare for potential conflicts by compromising adversaries’
critical infrastructure, ensuring they can leverage these capabilities in times of heightened
tension (CISA).

Russia’s Disruptive Tactics

e Political Influence and Destabilization: Russian cyber activities, such as those conducted by
APT29 (Cozy Bear) and the Sandworm Team, are designed to disrupt and destabilize political
systems and infrastructure. These operations often aim to undermine public confidence,
interfere with democratic processes, and weaken adversary nations (CISA).

e Energy Sector Focus: Russia’s focus on the energy sector is also economically motivated, as
disruptions can significantly impact global energy markets, providing Russia with economic
leverage. The attacks on Ukraine’s power grid exemplify this approach, demonstrating the
ability to cause widespread disruption and signal Russia’s cyber capabilities (CISA).
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Iran’s Regional Ambitions

Asymmetric Warfare: Iran uses cyber operations as a tool of asymmetric warfare to
counterbalance the conventional military superiority of its adversaries. APT33’s focus on
aerospace and energy sectors aligns with Iran’s goal to disrupt the economic and military
capabilities of rival nations, particularly in the Middle East (CISA).

Deterrence and Retaliation: Cyber operations allow Iran to retaliate against perceived
aggressions and sanctions without direct military engagement. These actions serve both
as adeterrent and a means to exert pressure on adversaries by threatening their critical
infrastructure (CISA).
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Figure 3: Volt Typhoon Lateral Movement Path File Server, DC, and OT-Adjacent Assets

North Korea's Financial Motives

Economic Survival: North Korea, through groups like the Lazarus Group, engages in cyber
activities primarily to generate revenue and support its regime amidst international
sanctions. These operations often target financial institutions and cryptocurrency exchanges
to steal funds (CISA) (CISA).

Strategic Disruption: In addition to financial motives, North Korea's cyber operations can
serve strategic purposes by disrupting the infrastructure of adversaries and demonstrating
the regime’s ability to project power globally through cyberspace (CISA).

The Growing Threat of ‘Living-off-the-Land’ Cyberattacks | NXT1



1.8

15

GLOBAL CYBERSECURITY LANDSCAPE

The global cybersecurity landscape is characterized by a complex interplay of international
cooperation, regulatory challenges, and a technological arms race. As state-sponsored cyber
operations become tools of geopolitical strategy, nations are both competing and collaborating to
protect their own critical infrastructures.

International Cooperation and Conflict

e Cybersecurity Alliances: In response to these threats, countries have increasingly recognized
the need for international cooperation in cybersecurity. Alliances and collaborations, such
as the Five Eyes intelligence-sharing partnership and NATO'’s focus on cyber defense, play a
crucial role in mitigating risks and enhancing collective security (CISA) (CISA).

e Regulatory Frameworks: Efforts to establish international norms and regulatory frameworks
for cyber activities are ongoing. These initiatives aim to prevent escalations and ensure
that cyber operations are conducted within agreed-upon boundaries, although achieving
consensus remains challenging due to differing national interests and capabilities (CISA).

Technological Arms Race

e Advanced Capabilities: The rapid development of cyber capabilities by state and non-state
actors has led to an arms race in cyberspace. Nations invest heavily in developing offensive
and defensive cyber tools, leading to a continually evolving threat landscape where new
vulnerabilities and exploits are constantly being discovered and weaponized (CISA) (CISA).

e Al and Automation: The incorporation of artificial intelligence and automation in cyber
operations is likely to enhance the speed and complexity of attacks, making them harder to
detect and mitigate. This technological advancement underscores the need for continuous
innovation in cybersecurity measures and international cooperation to manage the
associated risks (CISA).

The broader geopolitical context of cyber threats to U.S. critical infrastructure highlights the
strategic motivations of state-sponsored actors and the complex interplay between national
security, economic stability, and international relations. Understanding these dynamics is essential
for developing effective strategies to protect critical infrastructure and ensure national resilience
against evolving cyber threats.
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PRC STATE-SPONSORED CYBER ACTORS EXPLOIT
NETWORK PROVIDERS AND DEVICES

he

Figures 4: NSA released a Cybersecurity Advisory that highlighted how People’s Republic of China actors were exploiting

network service providers and their devices.

CONCLUSION

In this first part of our exploration into the growing cyber threat of Living-off-the-Land (LOTL)
techniques targeting U.S. critical infrastructure, we have explored the nature and implications

of these sophisticated tactics. By leveraging legitimate tools and processes, malicious actors

can stealthily infiltrate and disrupt vital systems, posing significant challenges for traditional
cybersecurity measures. Understanding the background and objectives of state-sponsored groups
discussed is critical for developing effective defensive strategies.

These groups employ a variety of advanced techniques, including fileless persistence, memory-
only threats, and the use of dual-use tools, to evade detection and maintain access to critical
systems. The increasing reliance on LOTL tactics highlights the necessity for continuous
monitoring and advanced threat detection capabilities within critical infrastructure environments.

Recent reports from cybersecurity agencies and firms emphasize the persistent and evolving
threat landscape, underscoring the need for robust defensive measures and increased
collaboration between the public and private sectors. In the subsequent parts of this series, we
will further explore the historical context, impact, and implications of these activities, and outline
comprehensive strategies to enhance the resilience of U.S. critical infrastructure against these
growing cyber threats.
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INTRODUCTION

In Part 1, we explored the growing threat of Living-off-the-Land (LOTL) techniques used by state-
sponsored and sophisticated cybercriminal groups to target U.S. critical infrastructure. In this
section, we will delve into the official responses and proactive measures implemented by the U.S.
government to combat these threats. We'll discuss key initiatives such as the National Security
Memorandum-22 (NSM-22), the National Cyber Strategy, and efforts by the Cybersecurity and
Infrastructure Security Agency (CISA) and the National Institute of Standards and Technology
(NIST) to enhance the security and resilience of critical infrastructure.

OFFICIAL RESPONSES AND PROACTIVE
MEASURES FOR CYBER THREATS

The U.S. government has implemented various responses and proactive measures to combat the
rising threat of cyberattacks on critical infrastructure. This includes the dismantling of botnets
used by the group and issuing joint advisories to help organizations recognize and mitigate the
threats posed by these Advanced Persistent Threats (APTs) - sophisticated and sustained type
of cyberattack where an unauthorized user gains access to a network and remains undetected
for an extended period. These measures are designed to enhance the security posture of critical
infrastructure sectors and improve resilience against sophisticated cyber threats. Key initiatives
include:

National Security Memorandum-22 (NSM-22)

The upcoming 2025 National Infrastructure Risk Management Plan will build on the principles
outlined in National Security Memorandum/NSM-22 by detailing specific actions and strategies
to enhance the security and resilience of U.S. critical infrastructure. The propsed plan will include
a comprehensive risk management cycle that involves continuous identification, assessment,

and prioritization of sector-specific and cross-sector risks. Its aim is to develop and implement
sector risk management plans in collaboration with private sector partners and state and local
governments (CISA) (CISA).

NSM-22 further underscores the federal government’s commitment to enhancing the security
and resilience of the nation’s critical infrastructure. It directs federal agencies to:
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e Develop a Coordinated National Approach: Implement a unified strategy to assess and
manage risks across all critical infrastructure sectors, prioritizing those with the highest risk
of disruption (CISA).

e Enhance Information Sharing: Improve the real-time sharing of actionable intelligence
between federal, state, and local governments, and the private sector to facilitate prompt risk
mitigation (CISA) (CISA).

e Promote International Collaboration: Work with international partners to strengthen global
infrastructure security, recognizing the interconnectedness and interdependencies of critical
infrastructure worldwide (CISA).

National Cyber Strategy

The National Cyber Strategy outlines the U.S. approach to securing cyberspace, emphasizing

the protection of critical infrastructure, enhancing cyber defense capabilities, and promoting
international cooperation. This strategy is pivotal in establishing a comprehensive framework for
addressing the multifaceted threats posed by cyber adversaries.

e Protection of Critical Infrastructure: The strategy emphasizes safeguarding the nation’s
critical infrastructure, including energy grids, transportation systems, financial networks,
and healthcare facilities. This involves implementing stringent cybersecurity measures,
conducting regular vulnerability assessments, and ensuring that infrastructure operators
adhere to best practices and standards (CISA) (RAND Policy Analysis).

e Enhancing Cyber Defense Capabilities: To bolster national cybersecurity defenses, the
strategy calls for significant investments in advanced technologies, such as artificial
intelligence, machine learning, and quantum computing, which can detect and mitigate
cyber threats more effectively. Additionally, it encourages the development of a skilled
cybersecurity workforce through education and training programs to ensure that the country
has the expertise needed to respond to evolving threats (CISA) (CISA).

e Promoting International Cooperation: Recognizing the global nature of cyber threats, the
strategy advocates for enhanced international collaboration. This includes working with
allied nations to share threat intelligence, conduct joint cyber exercises, and establish norms
of responsible state behavior in cyberspace. International partnerships help to create a
unified front against common adversaries and foster a more secure global cyber environment
(CISA) (CISA).
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e Whole-of-Government Approach: The National Cyber Strategy calls for a coordinated
effort across all levels of government—federal, state, and local—to address cyber threats.
This integrated approach ensures that cybersecurity policies and initiatives are consistently
applied and that there is a unified response to incidents. It also involves collaboration with the
private sector and academia to leverage their expertise and resources (RAND Policy Analysis)
(CISA).

U.S. NATIONAL CYBER STRATEGY:
4 PILLARS

H, Protecting the American people, the homeland
“ and the American way of life by safeguarding
networks, systems, functions and data

‘] Promoting American prosperity by
nurturing a secure, thriving digital economy

and fostering strong domestic innovation

“1‘ Preserving peace and security by
'| strengthening the ability of the U.S., its
partners and allies to deter and punish
those who use cyber maliciously

Advancing American influence to extend the
| key tenets of an open, interoperable,
reliable and secure internet

Figures 5: National Cyber Strategy - The White House released a new National Cyber Strategy based on four pillars.

Cybersecurity and Infrastructure Security Agency (CISA)

CISA leads the national effort to understand, manage, and reduce risk to the nation’s cyber
and physical infrastructure. CISA provides specific, detailed technical guidance and resources
aimed at mitigating LOTL attacks. CISA’s Joint Guidance on Identifying and Mitigating LOTL
provides comprehensive strategies to detect and prevent these threats, including enhanced
network monitoring, the deployment of Endpoint Detection and Response (EDR) systems, and
the integration of behavioral analytics to identify anomalous activities that may indicate the
use of LOTL techniques (CISA, 2024). These resources are critical for organizations seeking to
strengthen their defense against these sophisticated attacks.
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Additionally, CISA emphasizes the importance of securing PowerShell and other legitimate tools
commonly exploited in LOTL attacks. By configuring these tools with strict access controls and
regular auditing, organizations can significantly reduce their vulnerability to LOTL techniques.
This includes disabling unnecessary features, enforcing the use of signed scripts, and closely
monitoring the execution of scripts to detect any unauthorized usage (CISA, 2024).

CISA also recommends the implementation of strict application whitelisting to prevent
unauthorized execution of software that could be leveraged in LOTL attacks. This ensures that
only approved applications and processes are allowed to run, effectively limiting the potential for
attackers to exploit system utilities for malicious purposes (CISA, 2024).

Furthermore, CISA highlights the need for organizations to regularly update and patch software
to mitigate vulnerabilities that can be exploited through LOTL techniques. Keeping systems
updated with the latest security patches helps close off potential entry points for attackers. In
tandem with patch management, CISA advises the deployment of advanced intrusion detection
and prevention systems (IDPS) that are capable of recognizing and responding to anomalous
behavior associated with LOTL attacks (CISA, 2024).

As the nation’s risk advisor, CISA provides resources, tools, and guidelines to help critical
infrastructure sectors bolster their cybersecurity defenses and respond effectively to cyber
incidents.

Resource Provision and Guidance: CISA offers a wealth of resources, including risk assessments,
best practice guidelines, and incident response tools, to help organizations strengthen their
cybersecurity posture. These resources are tailored to different sectors, ensuring that specific
needs and vulnerabilities are addressed (CISA) (CISA). These include:

e Multi-Factor Authentication (MFA): One key recommendation is the implementation of
Multi-Factor Authentication (MFA) across all access points. By requiring multiple forms
of verification, MFA significantly reduces the chances of unauthorized access, even if login
credentials are compromised. This additional layer of security makes it harder for attackers to
gain unauthorized entry, as they would need not only the user’s password but also access to
another form of authentication, such as a mobile device or hardware token (CISA, 2024).

e Principle of Least Privilege: Another critical practice is the principle of least privilege, which
ensures that users are granted the minimum level of access necessary for their roles. This
minimizes the potential damage an attacker could cause if they gain control of a user account.
By restricting access rights, organizations can prevent attackers from easily escalating
privileges and accessing sensitive systems or data (CISA, 2024).
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Logging and Continuous Monitoring: The importance of logging and continuous monitoring
cannot be overstated in CISA’'s recommendations. Organizations are advised to implement
comprehensive logging practices that capture detailed records of system and network
activities. These logs should be regularly reviewed and analyzed for signs of suspicious
behavior, such as the execution of unusual scripts or unexpected changes in system
configurations. Continuous monitoring allows for real-time detection of anomalies that could
indicate a LOTL attack, enabling a faster and more effective response (CISA, 2024).

Penetration Testing and Security Audits: CISA also recommends regular penetration testing
and security audits to proactively identify and address vulnerabilities before they can

be exploited. These tests simulate real-world attack scenarios, including the use of LOTL
techniques, helping organizations to understand their security posture and take corrective
action where necessary. By regularly testing the defenses, organizations can stay ahead of
potential threats and ensure that their security measures are effective (CISA, 2024).

Constrained Language Mode and Just Enough Administration (JEA) Configurations: For
environments where PowerShell and similar tools are essential, CISA suggests implementing
constrained language mode and just enough administration (JEA) configurations. These
settings restrict the capabilities of PowerShell, reducing the risk that it can be used for
malicious purposes while still allowing legitimate administrative tasks to be performed. By
limiting the functionality available to scripts and commands, these configurations help to
mitigate the risk of PowerShell being exploited in LOTL attacks (CISA, 2024).

Incident Response and Support: In the event of a cyber incident, CISA provides support
through its Cybersecurity Advisors and Incident Response Teams. These experts assist
organizations in mitigating the impact of attacks, restoring operations, and preventing future
incidents. CISA also collaborates with other federal agencies and private sector partners to
coordinate a unified response to major cyber incidents (CISA) (CISA).

Public-Private Partnerships: CISA fosters collaboration between government and industry
through initiatives like the Information Sharing and Analysis Centers (ISACs). These
partnerships facilitate the exchange of threat intelligence and best practices, helping to build
a collective defense against cyber threats. By working together, public and private sector
entities can enhance their resilience and improve their overall cybersecurity capabilities
(RAND Policy Analysis) (CISA).
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e Secure by Design: The Cybersecurity and Infrastructure Security Agency (CISA) has
launched the “Secure by Design” initiative to bolster the security and resilience of critical
infrastructure by integrating security throughout the development lifecycle. This proactive
approach emphasizes early risk management, secure coding practices, continuous testing,
and validation, along with implementing the least privilege principle and threat modeling.
Additionally, the initiative promotes user awareness and training, ensures easy system
maintenance updates, and aligns with industry standards. In its guidance, CISA specifically
highlights the importance of designing systems that are resistant to LOTL techniques by
ensuring that security controls are deeply embedded within the software architecture,
making it more difficult for attackers to exploit legitimate system tools for malicious purposes
(CISA, 2024). This initiative promotes user awareness and training, ensures easy system
maintenance updates, and aligns with industry standards. Collaboration between the public
and private sectors is encouraged to share information and develop best practices, ultimately
creating more resilient and trustworthy systems (CISA, 2024).

“More secure software is our best hope to protect against the seemingly never-ending scourge
of cyberattacks facing our nation. | am glad to see leading software manufacturers recognize
this by joining us at CISA to build a future that is more secure by design,” CISA Director

Jen Easterly said. “I applaud the companies who have already signed our pledge for their
leadership and call on all software manufacturers to take the pledge and join us in creating a
world where technology is safe and secure right out of the box.”

National Institute of Standards and Technology (NIST)

NIST develops and disseminates cybersecurity standards, guidelines, and best practices to help
organizations manage and reduce their cybersecurity risk. The NIST Cybersecurity Framework is
widely adopted across various sectors to enhance cybersecurity resilience.

e Cybersecurity Standards and Guidelines: NIST creates comprehensive cybersecurity
standards and guidelines that organizations can follow to protect their information systems.
These include the NIST Special Publication 800 series, which covers a broad range of
cybersecurity topics, from risk management to cryptographic standards (CISA) (CISA).

e NIST Cybersecurity Framework: The NIST Cybersecurity Framework (CSF) is a voluntary
framework that provides a structured approach for organizations to manage and reduce
cybersecurity risk. It is composed of five core functions: Identify, Protect, Detect, Respond,
and Recover. The CSF helps organizations of all sizes and industries to assess their
cybersecurity maturity and implement effective risk management practices (CISA) (RAND
Policy Analysis).
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e Industry and Sector-Specific Guidance: NIST works closely with various industry sectors to
develop tailored guidance that addresses their unique cybersecurity challenges. For example,
the framework has been adapted for use in critical infrastructure sectors such as healthcare,
energy, and financial services, ensuring that sector-specific risks are effectively managed
(CISA) (CISA).

Zero Trust Architecture

Zero Trust Architecture (ZTA) is a security model that operates on the principle of “never trust,
always verify.” Zero Trust Architecture (ZTA) is increasingly being adopted across various
agencies within the U.S. government to enhance cybersecurity such as the Department of
Defense (DoD, Department of Homeland Security (DHS), and National Institute of Standards
and Technology (NIST). This approach assumes that threats can originate from both inside and
outside the network, and therefore, all access requests must be continuously authenticated and
validated.

Zero Trust Architecture (ZTA) is a security model that CISA strongly advocates for as a means
to combat LOTL attacks. The principle of “never trust, always verify” ensures that all users and
devices, whether inside or outside the network, are continuously authenticated and authorized.
This approach minimizes the risk posed by LOTL techniques by limiting lateral movement within
the network and requiring validation at each stage of access (CISA, 2024).

ZTA involves implementing micro-segmentation to divide networks into smaller, isolated zones,
further restricting unauthorized access. This containment strategy is particularly effective
against LOTL attacks, as it prevents attackers from easily moving between different parts of the
network (CISA, 2024).

Continuous monitoring and advanced analytics play a crucial role in ZTA by detecting and
responding to suspicious activities in real time. By leveraging machine learning and behavioral
analysis, organizations can identify patterns that may indicate LOTL attacks, enabling a swift and
effective response (CISA, 2024). In addition to these foundational elements, ZTA encompasses
several key practices that together create a more resilient and secure network environment:

e Assumption of Compromise: ZTA assumes that any network, internal or external, can be
compromised. This paradigm shift focuses on rigorous identity verification and access
controls, limiting the potential damage an intruder can cause within a network (CISA) (CISA).

e Strict Identity Verification: Implementing multifactor authentication (MFA), single sign-
on (SSO), and continuous monitoring of user behavior helps ensure that only authorized
individuals have access to critical systems and data. This reduces the risk of unauthorized
access and lateral movement within the network (CISA) (CISA).
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e Micro-Segmentation: ZTA involves segmenting networks into smaller, isolated zones to
minimize the potential attack surface. This means even if one segment is compromised, the
attacker cannot easily move to other parts of the network without additional authentication
(CISA) (CISA).

e Continuous Monitoring and Analytics: Real-time monitoring of network traffic, user activities,
and system behaviors using advanced analytics and machine learning helps detect anomalies
that could indicate a security breach. This proactive approach allows for swift response to
potential threats (CISA) (CISA).

By implementing these comprehensive cybersecurity measures, the U.S. government and private
sector can significantly enhance the protection of critical infrastructure against sophisticated
cyber threats. These measures ensure that security practices are robust, proactive, and capable
of adapting to the evolving threat landscape.

Leveraging the resources and expertise provided by CISA, NIST, and the strategic direction
outlined in the National Cyber Strategy, the U.S. can enhance its cybersecurity posture and better
protect its critical infrastructure from evolving cyber threats.

Control Plane
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Point
Industry
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Figures 7: NIST ZeroTrust Framework - Core Zero Trust Logical Components

JOINT CYBERSECURITY ADVISORIES

Joint cybersecurity advisories from agencies like the Cybersecurity and Infrastructure Security
Agency (CISA), the National Security Agency (NSA), and the Federal Bureau of Investigation (FBI)
play a crucial role in disseminating information about emerging threats and providing guidance
on mitigation strategies. These advisories are essential for helping organizations understand and
defend against the complex and evolving landscape of cyber threats.
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Timely Threat Intelligence

Joint cybersecurity advisories provide up-to-date intelligence on active threats, helping
organizations understand the nature of the risks and take appropriate measures to defend
against them.

Active Threat Intelligence:

e Current Threat Landscape: These advisories often include detailed information about the

latest threats, such as new malware strains, phishing campaigns, or vulnerabilities being
actively exploited by cyber adversaries. This real-time intelligence allows organizations to
quickly understand the risks they face and prioritize their defensive measures (CISA) (CISA).

Specific Threat Actors: Advisories frequently identify specific threat actors, such as state-
sponsored groups or cybercriminal gangs, detailing their tactics, techniques, and procedures
(TTPs). Understanding the modus operandi of these actors helps organizations tailor their
security measures to effectively counter the specific threats they pose (CISA) (CISA).

Indicators of Compromise (IOCs): Joint advisories often include IOCs such as IP addresses,
domain names, and file hashes associated with malicious activities. These IOCs can be
integrated into security systems to detect and block potential attacks before they cause

Best Practices and Mitigation Strategies

These advisories offer actionable recommendations for mitigating threats, including technical

solutions, policy changes, and operational procedures to enhance cybersecurity resilience across
critical infrastructure sectors.

Technical Solutions:

Patch Management: Advisories emphasize the importance of timely patching of software
and systems to close vulnerabilities that could be exploited by attackers. They often provide
specific details about patches released by vendors to address known issues (CISA) (CISA).

Configuration Changes: Recommendations might include specific configuration changes to
enhance security, such as disabling unnecessary services, enforcing strong authentication
mechanisms, and securing remote access points (CISA) (CISA).

Deployment of Security Tools: Advisories suggest deploying advanced security tools like
Endpoint Detection and Response (EDR) systems, Intrusion Detection Systems (IDS), and
Intrusion Prevention Systems (IPS) to monitor and defend against threats in real time (CISA)
(CISA).

The Growing Threat of ‘Living-off-the-Land’ Cyberattacks | NXT1



27

Advanced Threat Detection and Response: Deploying advanced threat detection and
response systems is crucial for identifying and mitigating cyber threats in real-time. These
systems enhance an organization’s ability to detect malicious activities and respond swiftly to
minimize damage.

1. Intrusion Detection Systems (IDS): IDS monitor network traffic for suspicious activities
and known threat signatures. They alert security teams to potential breaches, enabling
quick investigation and response. Modern IDS solutions often incorporate machine
learning to detect previously unknown threats (CISA) (CISA).

2. Security Information and Event Management (SIEM): SIEM solutions aggregate and
analyze log data from various sources within the network to provide a comprehensive
view of security events. They enable correlation of different data points to identify
complex attack patterns and provide actionable intelligence for incident response (CISA)
(CISA).

3. Endpoint Detection and Response (EDR): EDR solutions provide continuous monitoring
and response capabilities for endpoint devices, such as workstations and servers. They
detect and investigate suspicious activities on endpoints, helping to prevent malware
spread and data exfiltration (CISA) (CISA).

Regular Security Audits and Penetration Testing: Regular security audits and penetration
tests are essential practices for maintaining a strong security posture. These activities help
organizations identify and remediate vulnerabilities before they can be exploited by malicious
actors.

1. Security Audits: Conducting comprehensive security audits involves reviewing and
assessing the effectiveness of an organization’s security policies, controls, and practices.
Audits help ensure compliance with industry standards and regulatory requirements, and
they identify areas for improvement in the security infrastructure (CISA) (CISA).

2. Penetration Testing: Penetration testing, or ethical hacking, simulates cyberattacks
on a network to identify and exploit vulnerabilities. This proactive approach helps
organizations understand their security weaknesses and develop strategies to mitigate
them. Regular penetration tests can uncover hidden vulnerabilities that might not be
detected through standard security measures (CISA) (CISA).

3. Vulnerability Assessments: Regularly conducting vulnerability assessments helps
organizations identify and prioritize security weaknesses in their systems. These
assessments involve scanning networks and applications for known vulnerabilities and
misconfigurations, enabling timely remediation (CISA) (CISA).
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Policy Changes:

e Access Controls: Strengthening access controls is a common recommendation. This includes
implementing least privilege principles, ensuring that users only have the access necessary
for their roles, and regularly reviewing access rights to prevent unauthorized access (CISA)
(CISA).

¢ [ncident Response Plans: Advisories often stress the need for robust incident response plans
that outline procedures for detecting, responding to, and recovering from cyber incidents.
Regular testing and updating of these plans are also recommended to ensure they remain
effective (CISA) (CISA).

Operational Procedures:

e Employee Training and Awareness: Training employees to recognize and respond to cyber
threats, such as phishing emails or social engineering attempts, is crucial. Advisories typically
recommend regular training programs and simulated phishing exercises to keep employees
vigilant (CISA) (CISA).

e Monitoring and Logging: Continuous monitoring of network traffic and system activities is
essential for early detection of suspicious behavior. Advisories often suggest implementing
comprehensive logging practices to capture detailed records of network and system
activities, which can be invaluable during incident investigations (CISA) (CISA).

Joint cybersecurity advisories from CISA, NSA, and FBI provide critical guidance and intelligence
that help organizations bolster their defenses against emerging cyber threats. By delivering
timely threat intelligence, detailed technical recommendations, policy guidance, and operational
best practices, these advisories play a vital role in enhancing the cybersecurity resilience of U.S.
critical infrastructure. Collaboration and adherence to these advisories enable organizations

to stay ahead of potential threats and effectively protect their critical assets from malicious
activities.

CONCLUSION

In Part 2, we have explored the various official responses and proactive measures the U.S.
government has implemented to combat the growing threat of cyberattacks on critical
infrastructure. From the National Cyber Strategy to CISA's “Secure by Design” initiative,

these comprehensive efforts are designed to enhance the security and resilience of critical
infrastructure sectors. In Part 3, we will discuss strategies and best practices for organizations to
implement in order to protect themselves against these sophisticated cyber threats, to ensure the
safety and integrity of critical systems.
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INTRODUCTION

Parts one and two discussed the escalating threat posed by Living-off-the-Land (LOTL) techniques
targeting U.S. critical infrastructure the official responses and proactive measures implemented by
the U.S. government. Topics included how state-sponsored actors and sophisticated cybercriminal
groups leverage LOTL tactics to infiltrate and disrupt critical systems. They also highlighted the
comprehensive strategies and initiatives that the U.S. government has put in place to combat
these threats, such as the National Cyber Strategy and Zero Trust Architecture.

Part 3 focuses on how CISA’s Secure by Design initiative can be leveraged by SaaS businesses

and other software builders to enhance their security posture. Secure by Design, developed by
CISA, promotes to the private sector the importance of integrating security at every stage of the
development lifecycle, from initial design to deployment and maintenance. By adopting these
principles, SaaS providers can ensure their products and services are more resilient against a wide
variety of cyber threats.

CISA SECURE BY DESIGN

The Cybersecurity and Infrastructure Security Agency (CISA) has launched the “Secure by
Design” initiative to bolster the security and resilience of critical infrastructure by integrating
security throughout the development lifecycle. This proactive approach emphasizes early

risk management, secure coding practices, continuous testing, and validation, along with
implementing the least privilege principle and threat modeling. Additionally, the initiative
promotes user awareness and training, ensures easy system maintenance updates, and aligns
with industry standards. Collaboration between the public and private sectors is encouraged to
share information and develop best practices, ultimately creating more resilient and trustworthy
systems.

The Secure by Design initiative promotes the integration of security at every stage of product and
system development, shifting from reactive to proactive cybersecurity measures. Objectives and
key components of Secure by Design include:

e Incorporation of Security Throughout Development: The initiative emphasizes integrating
security considerations from the initial design phase through to final deployment. This
proactive approach ensures that security is not an afterthought but a fundamental aspect of
the development process (CISA).

e Risk Management: Identifying, assessing, and mitigating security risks early in the
development lifecycle is crucial. This continuous risk management approach helpsin
addressing potential vulnerabilities before they can be exploited (CISA).
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e Secure Coding Practices: Developers are encouraged to follow secure coding standards to
prevent common vulnerabilities. This includes practices such as input validation, proper error
handling, and secure authentication methods (CISA).

e Continuous Testing and Validation: Implementing practices like code reviews, penetration
testing, and automated security testing tools ensures that products are continually assessed
for vulnerabilities and compliance with security standards (CISA).

e Threat Modeling: Analyzing and understanding potential threats to the system during the
design phase helps in building robust defenses against those threats. This involves creating
models that simulate potential attack vectors and their impacts (CISA) (CISA).

e Least Privilege Principle: Systems should be designed to operate with the minimum level
of access necessary. This reduces the potential impact of security breaches by limiting the
actions an attacker can perform if they gain access (CISA).

e User Awareness and Training: Educating developers and users about security best practices
and emerging threats is essential. This includes regular training sessions and updates on new
security protocols and techniques (CISA) (CISA).

e System Maintenance Updates: Ensuring systems can be easily updated and patched to
address vulnerabilities as they are discovered is critical. Effective patch management helps in
mitigating known vulnerabilities quickly and efficiently (CISA).

e Compliance with Standards: Organizations must comply with industry standards and
regulatory requirements for security and data protection. This alignment helps in meeting
legal obligations and enhancing overall security posture (CISA).

e Collaboration and Sharing of Information: Encouraging collaboration between the public and
private sectors to share information about threats and vulnerabilities, and to develop and
promote best practices for security. This collective effort enhances the overall cybersecurity
landscape (CISA) (CISA).

The successful implementation of the Secure by Design initiative requires a concerted effort
from many stakeholders, including architects, security engineers, developers, and executives.
By embedding security into the design and development process, organizations can create more
resilient and trustworthy systems, ultimately enhancing the overall security posture of critical
infrastructure and digital services.

The initiative’s impact is expected to be far-reaching, leading to reduced incidence of security
breaches and vulnerabilities, improved trust in digital products and services, enhanced resilience
of critical infrastructure against cyber threats, greater alignment with regulatory and compliance
requirements, and increased innovation in cybersecurity practices and technologies.
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By adopting the principles of Secure by Design, organizations can better protect themselves

and end users from the growing array of cyber threats, contributing to a safer and more secure
digital environment. Further, in order to raise awareness of the importance of the initiative,

CISA introduced the Secure by Design Pledge at RSA 2024, encouraging tech vendors to publicly
commit to following the tenets of Secure by Design. Signed by dozens of US tech companies,

the Pledge highlights the critical partnership of public and private sectors for the future of US
cybersecurity.

SECURE-BY-DESIGN GUIDELINES FOR
BUSINESS

As the threat landscape continues to evolve, it’s not just critical infrastructure organizations that
must take action; software vendors also have a critical role in enhancing cybersecurity. CISA's
Secure by Design initiative provides clear recommendations for software manufacturers to help
reduce the prevalence of vulnerabilities that can be exploited using LOTL (Living-off-the-Land)
techniques. By embedding security into the product architecture and throughout the entire
software development lifecycle (SDLC), vendors can significantly improve the security posture of
their products and, by extension, their customers. Key recommendations for software vendors
from CISA include:

e Minimize Attack Surfaces: Vendors should disable unnecessary protocols by default, limit the
number of processes and programs running with escalated privileges, and take other steps to
minimize the ability of cyber threat actors to leverage native functionality for intrusions. This
proactive approach helps in reducing the potential for LOTL techniques to be effective (CISA,
2024).

e Embed Security into the SDLC: Security should be embedded into product architecture
throughout the entire software development lifecycle (SDLC). This means considering
security from the initial design phase, through development, testing, deployment, and
maintenance, ensuring that products are secure by design (CISA, 2024).

e Mandate Multi-Factor Authentication (MFA): For privileged users, vendors should mandate
MFA, ideally phishing-resistant MFA, as a default feature rather than an opt-in option. This
requirement significantly enhances the security of accounts that have elevated permissions
and reduces the risk of unauthorized access (CISA, 2024)..
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e Provide High-Quality Logging: Vendors should offer high-quality logging capabilities
for platforms and applications at no additional charge. For cloud services, this includes
generating and storing security-related logs, and for on-premises products, it involves
creating security-related logs by default. These logs are essential for detecting and
responding to potential security incidents (CISA, 2024).

e Track and Reduce Hardening Guide Size: The size of “hardening guides” should be
reduced over time, with each new software version integrating more of these guides’
recommendations into the default product configuration. This approach ensures that the
product is secure “out of the box,” reducing the burden on customers to implement security
best practices manually (CISA, 2024).

e Consider User Experience in Security Settings: Each new security setting should be evaluated
for its cognitive impact on end users. Ideally, secure settings should be the default, with
minimal need for configuration changes by the user. This reduces the likelihood of security
settings being overlooked or misconfigured (CISA, 2024).

e Remove Default Passwords: Default passwords should be removed entirely, or if necessary,
generated on first install and rotated periodically. This reduces the risk of attackers exploiting
default credentials to gain unauthorized access to systems (CISA, 2024).

e Remove or Limit Dynamic Code Execution: Dynamic code execution, while versatile, presents
a significant vulnerability. Vendors should remove or limit this functionality to reduce the
attack surface available to cyber threat actors (CISA, 2024).

e Remove Hard-Coded Credentials: Applications and scripts should not contain hard-coded
plaintext credentials. Hard-coded credentials are a common attack vector, allowing malicious
actors easy access to resources and the ability to expand their reach within a network (CISA,
2024).

CISA strongly urges software manufacturers to take ownership of improving the security
outcomes of their customers by applying these and other secure by design tactics. By
implementing these recommendations, vendors can make their products secure “out of the box,”
eliminating the need for customers to make extensive configuration changes, purchase additional
security software, or invest in continuous monitoring and routine updates (CISA, 2024).

“From day one, we have pioneered secure by design and secure by default practices in the
cloud, so AWS is designed to be the most secure place for customers to run their workloads.
We are committed to continuing to help organizations around the world elevate their security
posture, and we look forward to collaborating with CISA and other stakeholders to further
grow and promote security by design and default practices.”

Chris Betz, CISO, AWS, CISA Secure by Design Pledgee
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How Saa$S Businesses Can Leverage Secure by Design

SaaS businesses can greatly benefit from adopting CISA’'s Secure by Design principles by
embedding security into their development and operational processes. This approach not only
protects their products and services from cyber threats but also builds trust with customers by
ensuring a high level of security and compliance. The benefits for SaaS business include:

e Enhanced Security Posture: By incorporating security at every stage of development, SaaS
businesses can reduce vulnerabilities and mitigate risks before they can be exploited by
attackers. This proactive approach involves integrating security measures from the initial
design phase, implementing secure coding practices, conducting continuous testing and
validation, and performing regular security audits. These steps help in identifying and
addressing potential security issues early in the development lifecycle, thereby strengthening
the overall security posture of the SaaS product (CISA, CrowdStrike, CSO Online).

e Compliance with Regulatory Standards: Aligning with industry standards and regulatory
requirements ensures that SaaS businesses meet legal obligations and enhance their
overall security posture. Compliance with frameworks such as the NIST Cybersecurity
Framework, GDPR, HIPAA, and FedRAMP helps SaaS providers protect sensitive data and
maintain trust with customers. Following these standards not only mitigates legal risks but
also demonstrates a commitment to maintaining high security standards, which can be a
significant competitive advantage (NIST, CISA).

e Increased Customer Trust: Demonstrating a commitment to security builds customer
confidence in the SaaS product or service, leading to increased customer loyalty and
retention. Customers tend to trust and remain loyal to providers who prioritize and safeguard
the security and privacy of their data. Secure by Design principles ensure that security is not
just an afterthought but a fundamental aspect of the product, enhancing the overall customer
experience and satisfaction (CSO Online, CISA).

e Operational Efficiency: Continuous testing and validation, along with secure coding practices,
streamline the development process and reduce the need for costly post-deployment fixes.
By identifying and mitigating security vulnerabilities during the development phase, SaaS
businesses can avoid the time-consuming and expensive process of addressing security
breaches after the product is released. This approach not only saves resources but also
ensures that the product can be brought to market faster and with fewer security concerns
(CrowdStrike, eSecurity Planet).

By adopting these Secure by Design principles, SaaS businesses can create more resilient and
trustworthy systems, ultimately contributing to a safer and more secure digital environment.
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STRENGTHENING U.S. CRITICAL
INFRASTRUCTURE AGAINST CYBER THREATS

The cyber threat to U.S. critical infrastructure has escalated significantly, driven by state-
sponsored actors and sophisticated cybercriminal groups. These threats target essential sectors,
including energy, transportation, healthcare, and communication, employing advanced tactics like
living-off-the-land (LOTL) techniques and exploiting vulnerabilities in internet-facing devices.

In response to these threats, the U.S. government has implemented several proactive measures.
The National Cyber Strategy emphasizes the protection of critical infrastructure, enhancing cyber
defense capabilities, and promoting international cooperation. It calls for a whole-of-government
approach, involving federal, state, and local levels, and collaboration with the private sector.

The Cybersecurity and Infrastructure Security Agency (CISA) provides resources, guidelines,

and incident response support to critical infrastructure sectors, fostering public-private
partnerships and promoting initiatives like Secure By Design to ensure security is embedded in the
development process from the outset.

The push towards Secure by Design legislation is driven by regulatory trends, high-level advocacy,
public-private collaboration, and the evolving cyber threat landscape. This legislation aims to
ensure security is an integral part of technology development, enhancing the overall cybersecurity
posture of the nation. By adopting these comprehensive measures and fostering collaboration
between government agencies, private sector entities, and international partners, the U.S. can
enhance its resilience against cyber threats, safeguarding its critical infrastructure and ensuring
national security and public safety.

By embracing the principles of Secure by Design, organizations can better protect themselves and
their customers from the growing array of cyber threats, contributing to a safer and more secure
digital environment.

“We have known for a long time that bolting on security after the fact does not work nearly
as well as building security into a product from the beginning. So, if we want to increase the
security of the digital ecosystem at scale, we need almost all products to be secure by design.
The CISA secure by design pledge lays out some key steps that would move the market in that
direction.”

J. Michael Daniel, President & CEO, Cyber Threat Alliance
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CISA-ALIGNED SERVERLESS DEFENSE
AGAINST LOTL

Living-off-the-Land (LOTL) attacks leverage the tools and software that are already present in
atarget’s environment, allowing attackers to operate stealthily and evade traditional security
measures. These attacks are particularly challenging because they use legitimate processes and
tools to execute malicious activities, making detection difficult. However, a 100% serverless
architecture provides a robust solution to counter LOTL attacks by fundamentally removing the
“land” that these attacks depend on.

In a serverless environment, there are no persistent servers or traditional operating systems
for attackers to exploit. Functions are stateless, executed in response to specific events, and
terminate immediately after completion. This ephemeral nature of serverless functions means
that the typical attack vectors used in LOTL attacks—such as exploiting trusted administrative
tools, scripts, and utilities—are simply not present. By eliminating these persistent components,
serverless architectures drastically reduce the attack surface and make it incredibly difficult for
attackers to find a foothold within the system.

Alignment with CISA’s Secure by Design

CISA's Secure by Design initiative aims to ensure that security is integrated throughout the
development lifecycle, from the initial design phase to deployment and maintenance. The
principles of Secure by Design are perfectly aligned with the serverless approach, making

¢ Inherent Security from the Ground Up: Serverless microservices architecture, the
infrastructure security is built-in and managed continuously, including operating systems,
runtime security and patching; which means that developers are naturally led to focus on the
security of their applications, following the Secure by Design principle. This aligns with CISA’s
intent to embed security throughout the development process.

e Proactive Risk Mitigation: By removing persistent servers and minimizing the attack
surface, serverless architecture inherently mitigates many risks associated with traditional
environments. CISA’'s Secure by Design framework emphasizes early risk identification and
mitigation—something that serverless achieves by design. Without the typical “land” to
exploit, the potential for LOTL attacks is greatly diminished, making the environment more
secure from the start.
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e Continuous Security and Compliance: Serverless platforms often come with built-in features
for continuous testing, monitoring, and compliance, ensuring that applications remain secure
and up-to-date. This is in direct alignment with CISA’s goal of continuous validation and
adherence to security standards throughout the product lifecycle. The automatic patching
and updating handled by the cloud provider further ensure that serverless environments stay
compliant with the latest security requirements, reducing the burden on organizations to
maintain security manually.

e Reduction of Attack Surface: Secure by Design advocates for the least privilege principle
and minimizing the potential impact of any security breach. Serverless architecture provides
fine-grained identity and access management that can be used to enforce these principles by
limiting each function’s access to only the resources it needs, thereby reducing the potential
damage any single compromised function could cause. Combined with the stateless functions
that only run when needed, attackers are unable to establish a base of operations to persist
undetected. This minimization of attack surface is a key strategy in preventing LOTL attacks,
as it leaves attackers with few, if any, exploitable resources.

e Enhanced Monitoring and Detection: The granular nature of serverless functions allows for
precise monitoring and rapid detection of anomalies, which is essential for responding to
potential security threats quickly. This aligns with CISA’s emphasis on continuous validation
and testing, as serverless environments are easier to monitor for unusual behavior, helping to
detect and thwart LOTL techniques before they can cause significant harm.

The serverless architecture represents a powerful defense against LOTL attacks by fundamentally
eliminating the persistent infrastructure and tooling that these attacks exploit. By removing

the “land” from the equation, properly implemented and managed serverless architectures
greatly reduce the opportunities for attackers to leverage trusted tools and processes within

an environment. This approach not only aligns with but exemplifies CISA’'s Secure by Design
principles by embedding security into the very fabric of the development and operational process.
The result is a more secure, resilient environment that proactively mitigates threats and aligns
with the highest standards of cybersecurity.
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